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SGC 2026 - Mission Silent Horizon Curriculum

Please use Optional Curriculum if needed:

https://calpolycci.thinkific.com/courses/sgc-2025-cosmic-cybernauts

Note: Using Google Search or Al will help find solutions to most challenges

SPACE RELATED

e https://learn.justhacking.com/courses/6264a753-3da3-4995-a19c-5d292b8eea25
e https://learn.justhacking.com/courses/5160ec58-4839-4b45-bb27-4554982e007f
e https://cltc.berkeley.edu/publication/roadmap-to-community-cybersecurity/

e https://aerospace.org/sparta
e https://fprime.jpl.nasa.gov/latest/tutorials-hello-world/docs/hello-world/

e https://www.deloitte.com/us/en/insights/industry/government-public-sector-

services/critical-need-for-cybersecurity-in-space-systems.html

e https://ethics.calpoly.edu/spacecyberattacks.pdf

e https://digitalcommons.usu.edu/cgi/viewcontent.cgi?article=5841&context=smalls
at
e https://visionspace.com/tales-from-def-con-33-starpwn-ctf-2025/

e https://visionspace.com/remote-code-execution-and-critical-vulnerabilities-in-

nasa-fprime-v3-4-3/
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General Cybersecurity

https://labex.io/free-labs/cybersecurity

https://cryptohack.org/challenges/

https://tryhackme.com/

Orbital Mechanics

https://steemit.com/steemstem/@alexdory/how-do-rockets-really-get-to-where-they-

re-headed-orbital-mechanics

https://www.esa.int/Enabling Support/Space Transportation/Types of orbits

https://letstalkscience.ca/educational-resources/backgrounders/orbital-mechanics

https://solarsystem.nasa.gov/basics/chapter3-4/

https://www.esoa.net/technology/satellite-orbits.asp
https://www.youtube.com/watch?app=desktop&v=VYM5n0aLU7XM
https://www.youtube.com/watch?v=ror4P1UAv g

CCIC Glossary
Vint Cerf Interview

Cybersecurity in Space Overview
Now Entering Orbit: Tiny Lego-like Modular Satellites | WIRED
Space-Track.org

Additional Reference Material

Competing in Space Report - The U.S. Air Force released an unclassified report created
by the National Air and Space Intelligence Center detailing developing trends in the
space domain and the growing challenges posed by foreign space assets. Itis available
on the internet.

Autopsy Videos Student created Thanks to Echelon Catapult!

Autopsy Video Course

Thanks to Echelon Catapult!
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Wireshark Training

e https://kl2cybertalk.org/show-9/ - Laura Chappell interviewed by students Thanks
Dan Manzen

e Wireshark In Cybersecurity Training Video - Laura Chappell

e Laura Chappell Wireshark Practice files - The .zip file contains a pdfand a
cooresponding practice file.

e Wireshark Lessons Document

e Wireshark User’s Guide

SQL & Obfuscating-attacks using encodings:

e https://www.hacksplaining.com/lessons/sql-injection/start

e https://portswigger.net/web-security/essential-skills/obfuscating-attacks-using-
encodings

Trojans

e https://www.fortinet.com/resources/cyberglossary/trojan-horse-virus

Ransomware

e https://www.fortinet.com/resources/cyberglossary/ransomware

Steganography

e https://blog.sucuri.net/2023/05/what-is-steganography-how-hackers-hide-malware-on-

websites.html

Reverse Engineering

e https://ghidralite.com/
e https://www.geeksforgeeks.org/software-engineering/software-engineering-reverse-

engineering/
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Backing up Data

e https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/always-back-up-

your-most-important-data

e https://www.cisa.gov/audiences/small-and-medium-businesses/secure-your-

business/back-up-business-data

Running Executables

e https://medium.com/@abwahab5095/executing-random-executables-can-get-you-
in-trouble-330499170406

DoS Attacks

e https://www.cloudflare.com/learning/ddos/glossary/denial-of-service/

e https://www.cisa.gov/uscert/ncas/tips/ST04-015

Basic Lessons on Hacks

e https://www.hacksplaining.com/lessons

OSl layers and Cybersecurity

e https://medium.com/@msbj/cyberattacks-on-the-osi-layer-2727403b37ee

Try and learn some about these cryptopals challenges!

e https://cryptopals.com/

e https://cryptohack.org/challenges/
¢ CODEBOOK

Cryptanalysis Hints
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e https://www3.nd.edu/~busiforc/handouts/cryptography/cryptography%20hints.html

e https://www.khanacademy.org/computing/computer-

science/cryptography/ciphers/a/ciphers-vs-codes

e Sigils-Ciphers-and-Scripts.pdf

Tools:

e https://rumkin.com/
e https://gchq.github.io/CyberChef/

Power of 10 rules for developing safety critical code & Secure By Design

e https://en.wikipedia.org/wiki/The _Power of 10: Rules_for_Developing Safety-
Critical_Code
e https://www.cisa.gov/securebydesign

National Initiative for Cybersecurity Education (NICE)

e https://www.nist.gov/document/nice-framework-components-v200

Social Engineering:
e https://www.state.gov/understanding-the-dangers-of-social-engineering
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